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CYBERGUARD

1. SOC Analyst /
Responder Diploma

Total Duration: 180 Hours
Delivery Period: 3 Months
Number of Sessions: 36 Sessions

Session Length: 5 Hours per session
Schedule: 3 Sessions per Week

Modules Breakdown:

Module Description

1 Network Basics (CCNA Fast Track)

2 Operating Systems (Windows Server + Kali
Linux)

3 Network Security Devices & Concepts

4 Cyber Attacks & Mitigation Techniques

5 Security Operations Tools (Snort, Zeek,
Wireshark, Nessus, etc.)

6 SIEM Solutions (ORadar, Splunk)

7 Incident Response Processes

8 Reporting and Documentation

9 Projects and Hands-on Labs
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2. Ethical Hacking

& Offensive
Security

Total Duration: 180 Hours
Delivery Period: 3 Months
Number of Sessions: 36 Sessions
Session Length: 5 Hours per session
Schedule: 3 Sessions per Week

Modules Breakdown:
Module Description Duration
1 Introduction to Ethical Hacking 10 Hours
2 Reconnaissance Techniques (Passive & Active) 20 Hours
3 Scanning and Enumeration 20 Hours
4 Vulnerability Assessment 15 Hours
5 Exploitation Techniques 30 Hours
6 Post Exploitation and Privilege Escalation 25 Hours
7 Web Application Attacks (XSS, SQLi, CSRF) 20 Hours
8 Wireless and Network Penetration Testing 20 Hours
9 Reporting and Documentation 10 Hours
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Projects and Hands-on Labs 10 Hours



